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2, Problem presented 






Ihat 1* the security of enciphered internal reforenceei 
signatures, Addressee, end message numbers? 



t- 



V 



IX. Pacts bearing on the ease 

X* References! signatures and addresses are buried in the sassage 
text and enciphered In the same system as the text proper, 

ft. It is poesible to predict the internal references on the basis 
0f external characteristics of the traffic: 

ft. Signatures and addresses can be predicted from the stations 
Of origin and destination. 

b. Message numbers can be predicted from the file date/lime 

3. Methods of isolating references from the text proper tend to 
become stereotyped. 

XXI. tiscuealon 

See inclosure 

XV, Conclusions 

Present method of enciphering references is cryptographically 
insecure. 



V. Recommendations 

* 

1. the rules of economy should be snphaslsed to all persons 
rjrtpb risible for inserting references in messages. 



ft* 

3. 



Abbreviations should be used wherever feasible. 



A special address and signature code directory should be prepared 
and used in conjunction with the same system used to enc pher the 
text proper. 
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a ecoanr of sjciphsred nrrs^Ai references 

XK CHPTOORAPHE1) MESSAGES 

the word references la used in this aiudy to include those items which 
ore sot an integral part of the informational contents of messages, but 
which are added for routing and identifying purposes. Reference* nay be 
external to the message text or internal, they nay be enciphered or in 
the clear, ' Under present t). S. Amy procedures, enciphered internal 
references consist of addresses, signatures, and nessage numbers . ^ 

Unenciphered external references consist of part indication, system 

i 

Indication, call signs, transmission Instructions, group count, >ind file 
data* tine. 



*la the appendix to this study are sample references of actual traffic from 
the Southwest Pacific Area, the Worth African Area, European Are i, the U. S. 
Wavy, end the British. A consideration of several of them will serve to de~ 
Mn.be the ramifications Involved in the terns addresses, signatures, and 
aaatag* umbers, the following massage Illustrates a basic type of references 

PARS* CHARLIE TSO T. r 0 FlVt, SEVER 2 KB FROl’ GKQ S'^PA SOL lUCARTHUR TO CHIEF 
OF STAFF WAR BePARWSfT PAREH 

It may be analyzed as follows i 

Sassage number: CHARLIE Wo TiO FIVE SEVER - EHO (C-22570) 

Originating officei Cfft Q SWF A 

Signature of sen&ng authority: SCO HACARTHUR 

Address: TO CHHF OF STAFF ‘.TAR DSTAHTH^N? 

The basic type may be amplified in many ways. The address may le augmented 
to include the chain of ccasaand, to inolude relay instructions, etc. This 
Is Illustrated in the following reference: 

PARER CO HQ THIRD SVC COMD ASF BALTIMORE ATT Dili SSC AKT3 IKTHLL OtV PASS TO 
CO FfflXAlfcLPHlA ORDKAHCS DISTRICT PHILADELPHIA PSMW FROM TERRI ISG HR FOUR 

ast o an farm 
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Certain referenced are essential fbr routine and identifying purposes* 
they are enciphered because they reflect the battle order and orgarisation 
of the D. $< Anqr* K complete knowledge of references would actually be 
a picture of the D. S. tray a a asp raised in its signal coisnunieaticn system. 
References are also enciphered because a clear version would provide enemy 
traffic analyets and cryptanalysts with clues for Interpreting and solving 
our traffic. 

However, there are certain dangers inherent in the very fact of encipher* 
Mat, It will be the purpose of this paper to epeelfically analyse those 
■dangers, and to propose certain changes which will alleviate those dangers. 

It la recognised that the problert under consideration is Inexplicably 
tied UP with the concatenation of security of all comuni options procedures} 
and that the security of any specific procedure is dependent in a greater or 



1 (cont'd) 

Analysis of this reference let 
Address < 

XNpdlate recipient i CG H3 THIRD SVC COW ASF BALTIMORE 

Ultimate recipient! ATT DIR SRC AST) 1HTSLL DIV 

Relay Instructions! PAS3 TO CO PHILADH PHI A ORDHANCH DISTFICT 

PHILADELPHIA PSTN 

The signature nay also be augmented to include the nans of the originating 
Officer and the chain of come and as in the following reference: 

PARES PRCW POOriTTlE TO ASKOLD PROW 3PAAT2 (EASY EIGHT T^O TWO SEVEN SIGHT) 
SIGNED jaSUMHObliR REFERENCE WAffit THttF.E ZF.K) THREE SEVEN FIVE HAY 11R5T PAREN 

Xt should be noted that the set of references is contained within PAPER 
PAREN* functioning as an adjunct to the signature is the syabol for a branch 
nr department. An axtoplet 

PAREN Cite SF3IE INGLES CSIGO PARES 

finally, references nay contain ths distribution of a message! 

PASS TO CO RECEPTION STATION PORT GEORGE MEADE MARYLAND PD ALSO BXKKD TO 
CHIEF OP TRANSPORTATION NASH D C CHA CG ASF NASH D C CO NKSC EEHDHTCN ALTA 

PAREN 
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Present Procedure 

Th» present practice In regard to internal references is \o bury them 
eeererfiere in the message text end encipher them in the sane system which la 
used to encipher the message text itself. 

the oryptanalytic vulnerability of such practice ia well Incnm. the 
aace references - due to the nature of coxaiunication - are used again and 
•gain# and constitute a stereotype.** Ac such, they provide en<wy crypt- 
analysts with probable words tor attacking our systems. However, it is not 
only necessary for the unsay cryptanalysts to know what probable words to 
try, but also in what messages to try them; for probable words cannot be 
tried in every message. The great volume of traffic aunt be delimited. 

She vulnerability of enciphered references is not that they exist, not that 
certain words are probablej but that it la possible to discover which 
message contains a particular reference or set of re forenoon. And this 
is the crux of the present study. All analysis which follows J s based 
on that thesis. 

Specifically, the security disadvantages of enciphered references 
Wder the present procedure result from two sources t 

(1) Seductions that can be made from a correlation of certain external 

features of the transmitted fora of the message to tits enciphered 
references. 

^Rhat is cojaaonly referred to as stereotype beginnings and end.\ngs are infini- 
tesimal in importance Wen compared to the stereotype of refer incus. Although 
co mmo n beginnings and endings may be composed of a frequent digraph, a word, 
or at most a short phrase, enciphered references may constitute a paragraph. 

— t mm 
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(2) Deduction* that can bo made froa the correlation of krowledge of 
references of * solved system with the references of «a unsolved 
gjr*te&.3 

StULt are the correlations that eon he mads between externa] features 
of tha transmitted fora of the Message and enciphered reference* i 
They are i 

t. Correlation between station of origin end internal signatures. 

IX, Correlation between station of destination end intertial addressee. 
XU. Correlation between file date/tlao and internal seen age numbers. 



J Cnly the security of the first source will be considered in this paper, the 
Second involves the equating of references of one sysVat with references of 
•Mother system or. the basis of external characteristics of the aeseages in 
question. The relationship of external characteristics to each other will be 
dealt with In another study, the second source brings up the iCea of differ- 
entiation In reference procedures based on the security of syetcae) that is, 
if the ease procedures are used with ilCASil as with 3IGC0”, ¥209, *0384# and 
SB Tel Code, an ability to read messages in &3SA or in ' D Tel r ode would pro- 
vide slues for rending the Vdghar grade systems., .If It could be date rained which l 
SM&ssges need the sane references. Consider the following two references, 
the first kss sent in e SXGCLSf Message of April 12} the second in a f.IOABA 
Message of April 23. If the first Message was read, and it could be suspected 
by external characteristics that a aiodLlar set of references wn e in the 
•weond message, then the first could be used so a crib for the second. 

April 21 (froa .fTO Seattle =&sh to CO 3rd SVC Cad Baltimore) MQCW 

PABFU RELAY 3T ACS LiATTLg FP.0K TYL.sU eOtliiAKDXSfO f AlSB.'.LTb AIS FSF 3E7KII 

ms Tutes :*m: pd aALTihvse pass to co b*.c*ptxv* static fort osohcs 

BEADS r-D ALSO BOOKSD TO CHIEF OF TfcSSPQWATICW lASH D C CHA CG 

gar wasr d c Gin co masc xxwcbtok aita pass* 

April 23 (fnaa VY5, to CO Third stc tod Saltiaore “jyryl-m!) SXSm 

ro nm ms?. o:w«»otko ref jsv.-jj five sm* dix hsktt hlt mm pd pares 

THUD SVC CCKD PASS TO CO RECEPTION .>T*TlaK PORT Ct.OPT^. i»LAik, S.'RTLAHO MSO 
CBEXCXSAT.-D FAISBARFL AL:, FCi CHInF OF TSAJKiFOnTfcTlON .f^HINOT*)?? 0 C C*A CC 
ASF BASK DC OTA CO H*5X 5BU‘XT0N CKA COSWANDIBG OF PKlH R&CSPTX QS STATION 
war OfiOFQi; ssim x ami- ft- .jsd cj^apoisq olka-v-l tkihp ciswic* coEimra 
SALTZMORh MfiATi AM* v ARES 
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The combination of these correlations fom a composite of information that 
sea be need aa a oryptanalytio weds*. There ie aleo an additional anount 
ef Info motion provided bp the deduction* based on I, XX, and III. This 
will be eon side red eat 

Z7. Collateral Information provided by l, 11, and III. 
a» the length of the references in a a Ingle message 
b* the position of references in the message 
( «. methods of isolating references from the text proper 
t* Correlation between station of origin and internal signatures. 

Internal signatures may consist of the name of the originating officer 
or office, the names of the officers in the chain of eomsnd and t is names 
of the sending authority.^ 

The station of origin at present can be determined from the usb of fixed 
clear cell signs, which am allocated in a definite relationship ts the area 
in which the station is located.*** 

It is necessary to know whether the call sign of the sending station is 
the call sign of the originating station) for the message may be Intercepted 
on the second log of a relay* However, transmitting Inst ructions which occur 
in clear provide a check on this point* 

The signature of the sending authority Is the commanding officer of the 
area. His one Is common knowledge and usually appears in every aeesage from 
* given station. Oat of JO (almost consecutive) messages examined from SWPA 
AS carried the signature XACARTHURj 16 were SOD PAC ARTHUR, 4 were SICKED 



^Btraighl^lBri^lsh procedure ^ toes not '''use 'officers*" names as^eignatures. 

They are omitted altogether. 

***This is in great contrast to the Osman use of call signs which change dally 
irrespective of frequency ehange. In 0. S. Bevy, call signs of f cress afloat 
are normally enciphered) sell signs of shore activities arc usually not en- 
ciphered. 
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BECKS * 

RACARTHtJft, Bad t were FROM MAC ARTHUR. Out of 32 messages examine! frost the 
north African Are*, 16 were SIGNED mSCN) and U were SIGHED DEFERS.* Out 
tt 57 messages examined from the European area, all 57 contained EISENHOWER. 

It 1* also poaalble to make a correlation between the station of origin 
and the originating officer and chain of coamand, but not from cell eigne 
alone, the correlation must be worked out In conjunction with By stem used, 
classification, kind of traffic, length of message, file date/tjjue, etc. How- 
error, all these items are available on Intercept. The degree of difficulty 
in making thie kind of correlation depends on a knowledge of battle order 
and; traffic analysis. 

few signatures other than liAC ARTHUR appear in the 50 message » examined 
from S'iTAj however, there were 20 usee of GH3 SWPA ae the originating office 
and 1 instance of CO USAFFE. 

the names of various originating officers - SAKBKlDOE. . .SWITZER. . .KAUCH 
« * *M0GNTF0ftD. . . - appear in the messages from Ilorth Africa in conjunction with 
the signature WTTSON or DEFERS. There were no repetitions. On the other hand, 
the branch or department symbols in the North African messages can be plotted 
and correlated with the signature of the sending authority. DEFERS uses sym- 
bols that begin HA j HIXSON usee symbols that begin FH . Ti.ua there are 7 

instances of CITE HA AGE, 4 instances of CITE NAGAP, etc. in tho DEFERS messages. 
There are 3 instances of CITE FHUGS, 2 instances of 77T30, etc., in the VXL3CN 
messages.* 

^Cipher traffic on this series was not available ao study could not be made of 
correlation between external characteriatics of the messages in an effort to 
predict precisely which signature was in a given message. 

*0EVE R* 3 symbol N.V—~ undoubtedly comes from N orth A frica, HURON’S FH 

may be the FH of AFTFl. Tha last throe letters of tho symbol srs a trigraph 
probably representing the branch of the service. Thus FH&NG is probably 
Engineer a | FH3IG is probably Signal Corps. 



inwlTir a> 
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fftCRK ? 

Tran the European area there ie a definite use at orif instil ig officer* 
end chain of ‘command. This is shown very clearly in the Appendix. In addi- 
tlon to BISEKKO TER, which spears in all 37 messages, we find Vj occurrences 
•f FROM lE&i 6 occurrences of FROM SPAATZj 4 occurrences of FRD3f COBBSf 2 
occurrences of TROU. R033, ns well ns several other single occur) *ences. 



II. Correlation between station of destination and internal addresses. 

Addresses consist of the name of the ultimate recipient, ih*» chain of 
command, the immediate recipient, relay instructions, and the distribution 
at the message. Do all of these it cos are contained in any one message. 

AH In the previous correlation, the facts are t 

(1) dear call signs and clear transmitting instinct ions delineate the 
ftation of destination, ^ 

(2) The location of the station of destination is determined by the 
geographical assignment of call signs. 

(3) A knowledge of battle order furnishes internal addresses and the 
correlation between the station of destination and internal addresses 
is made. 

Messages in the Appendix have been examined for stereotyped addresses. 

In the ease of each message, the ultimate destination la °?AR. Tn the 30 mes- 
sage* examined coming Into BAR from 3WPA, the followin'* are eon;! of the in- 
ternal addresses no ted i 

i'in the ibilowing \ypical' relay message, the call signs of the :.\rei r leg "sKowi 
A2D V WTd T-RFR 

A2P la the station called, and in this ease is the relay station with instruc- 
tions to transmit the message to KFR. BF6 Is the station of origin. When A2D 
transmits the message to KF&, the call signs ahowi 

IFH V A2P A-B?6 

indicating that it is a relay messaga and that the originator in BF6 

- gl C RBT - 
• 0 <* 
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TO ACUft - 12 
TO AffTAR HtSHWGlGK - 4 
SO AGRAR INFO ATC WASHIWCTC1I - 3 
TC CRTKT OP STAFF If AR DEPAWKfiRT - 7 
TO CHI8F CF STAFF WASHINGTON DC -1 

fB CHtEF SICtSAI OFFICER WASHINGTON 0 C FOR GENFftM IIWLSS - 1 
FOR MARSHALL -2 

It cw b* Men that TO A&YAR occurs 19 tines, (or in nor* than 50 ( of th« 
Messages) sometimes by itself and sonetimer enhanced. Out of the 32 mes- 
sage* coding into WAR free* North African Area, AGT.U R occurs 25 tites ss an 
address or as part of an address, Messages from the European Area do not 
exhibit any general stereotype in address. Perhaps if the cipher traffic sere 
available it sould be possible to make some specific correlation. For 
example* 90 ARNOLD occurs 4 times. If it sere possible to distinguish air 
traffic, a definite correlation might be found batseen type of traffic and 
tbs address, TO ARNOLD. 

the eryptanalytic vulnerability of the correlation between * tat ion of 
destination and addresses is vitally shown in the Japanese Army Tystems which 
mss an externally enciphered address (ATS) and s separate code beck to disguise 
the destination (TTTA). The clear destination must first be determined, 
tattle order and kroiledg® ®f past traffic provides probable adda “esses. 

Solution Is baaed on a correlation between the Ate and the Tiya. 

In SOB'S Jap traffic also, the distribution of the aeasage i:i enciphered 
Internally, using the same system as the text Itself. This constitutes ons 
of the most important cryptanalytic wedges. 

magnet - 
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the relay message presents certain differences of its own, A relay 
scours when there is no direct communication channel betaoen the station of 
origin and station of destination, The message must then be rented through 
an intern 3 diary station that has a direct channel with both. The relay 
message permits not only the correlation of station of destination with ' 
internal addressee, but alee permits a correlation between the relay 
station and relay instructions enciphered internally in the message* It 
la on relay traffic, moreover, that cross- system duplicates ma> be used) 
far the ■ultimate recipient may not have the same system as the originating 
office* Tills may impose the responsibility of paraphrasing on the re lay 
Station. 

XU. Correlation between file date/time and internal message n r«bers. 

the file dats/tine group Is placed in the eloar Ln the pr gamble of the 
message.* The originating center must fils messages logically in order 
to find them again} the recipient Must have a staple and convenient manner 
of referring to any particular message* Hence, message nuabers are assigned 
im aerial order. It is because of this seriality that a direct correlation 
is possible between the file dats/tino and internal message nursery j it is 
not a disadvantage due to the fils datc/tims ln the clear, for -.he transmittal 
dats/time or the cryptographic date would be practically as valid in ashing 
the sacs correlation. 

®6ew Appendix II* 
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It la possible to assign message numbers la soma manner other than 
aerial order, but not too feasible. Serial numbers aa such are not ueed 
by the 0. 8. Savy. Instead, the date/tlae group of a message fu net lone 
a« lta message number,^ 

t The very fact tlvat there ii t definite order to internal message 
nuabars provides a cryptanalytic attack* The dally ave-r^ge amount of traffic 
from a given center can be ascertained^ and the approximate message number 
can b«t predicted. If any message from, the originating center has been 
read, its number can be used as a point of departure for calculation. If 
no message has been read, It ie assumed that numbering begins ovsr again 
on or about January 1 of each year. 

Let us consider the references of & actual messages selected at random, 
and attempt to correlate the file date Kith internal number, be shall leave 
the file time out of our consideration . 

April Id 

PARES £ARX r -:0 FOUF FOUR HIKE SINS SPTOa SGV&N SIX NAUGHT FRCSf SCMER7ELL 
IffiED SVC COMD PASS BALTIMORE SUB POS FOR ACTION FRHaRO PASOt 24499 

April 21 

PARES 7 ARX Tto FIVE MIME POUR THRL2 *R0i! 300.01' ACTING fcih ADJUTANT 
Qflg&AI 5 PS TP RTT SPSTP PAHSN 25943 

April 22 

PARES MARX T»0 SIX FOUR TWO X-«G SPT0 V RPT OPTO < SIGHT FIVE SIX FROM 
•O&SVELL THIRD y~JmC7. COV'ATO PASS TO. BALTIMORE. POS RPT FDE PARLM 

244 22 

April 23 

PARES SARX TSO 3 IX IflfT-E 32.7AM ZERO PARCS 24970 

Suppooe we had at our disposal only the two messages of April 18 and 
April 21. To get the daily average, we take the difference batmen 25943 and 

^toamunlcationa Instructions, U. 3.' Navy, 1944, BMC Far. 2038, 'Ibis pro- 
cedure necessitates false ti me on 2nd, 3rd, 4th — — parts of a message) 
for part indication is enciphered. 
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14499 and divide by 3. The result Is 48! « This daily average now become* 
* yardstick with which to predict other message numbers. To aeproxtmate 
the numbers on April 22, add about *00 to 26422, Rad wo added 481 * the 
dally averts a as determined between the messages of April 18 and 21, we 
would have been only 2 off, for the difference between 26422 and 25943 1* 
4791 U This is phenomenal. So precise a prediction le genera*! impossible 
from large centers. In largo centers, a prediction will be satisfied with 
a Variance of 100, forgetting about the units and tens poaltior entirely. 

It we take the dally average between April 18 and April 23, the figure 
will be slightly higher, but still within the locus of 100 variation. 

Mow, suppose we have no solved messages at all at our dl3?>eal. In 
that case we must assvue messages start numbering over ag-iin on or about 
January 1. 3* would then take traffic of that period to work on. If we 
ere successful, we can then use the resulting message numbers an a control 
in later predictions. 

If we have no traffic or if we are unable to work on traffic of the 
January 1 period, we must get traffic analysts to give us traffic volumes 
from January 1 to the period under consideration. This will give an idea 
of the approximate message niaubcr. 

let us consider another kind of correlation. Suppose we hare a 
single solved message at our disposal, what can be donsT Using the message 
of April 23 with the internal number 26970, we divide 26970 by tl» number 
of days bo tween January 1 and April 23 — 114* This result — 2;-6 — is 
now a daily average based on January 1. Traffic volume and flow, however, 
fluctuates a gre^t deal, and so this figure must be adjusted by traffic 
Analysts. It then can be used for cryptanalytie purposes. 
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By taking <11* tin* as wall as file dato into consideration, a 
rather precise prediction can bo mods. Tho number interval between 
messages boarlng short filo time differences will bo Tory small. This 
•owl* no change in the hundrods or tons position o f the message nvmberj 
only a charge in tho units position. 

'? 

tho daily average traffic volume must bo analysed for each tenter. 

Ibis has boon dono for all Jap Army traffic, where about 2500 asides have 
mom been established. Below Is a specimen chart showing how Jap message 

numbers are plotted. 10 After tho plotting roachoa a certain level, daily 

« 

averages are estimated. 

v 

IV. Collateral information provided by I, XI, and III 

the length of enciphered references sometimes bee ones quits sizable. 
Under ordinary conditions, it averages over 60 letters! and in not too un- 
usual conditions may excee 300 Seedless to say, the longer tho set of 
references, the great security disadvantage, for there is more s^reotype 
material available. In same messages, the references may constitute es 
much as 1/3 the text. 

This longevity ia not peculiar to U. S. traffic. In Jap Arajy over 10£ 
is taken up by Internal enciphered references in addition to the external 
enciphered routing, addresses and signature. 

It is possible also to localise the position of the references in a 
message. Practice has determined that enciphered references sho lid not be 

Appendix 1X1 

*^S*e message of April 23, from ^VD to CO Third Svc Qsd., page 5> this report. 
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burled in the beginning or at tha end of messages. Tho result has been 
to use the second fourth* Conventionally the Japs bury references In the 
last third of a Message, while fieraans prefer the opening. Oeing type t 
Machine, it has estimated that British references nearly always have started 
about the 90th character. This has been partly due to fora used in writing 
Messages. 

One of tha cancerous additions to the references has been the method 
used to separate the references tram the text proper, so as to eliminate 
confusion as to what le message text and what is reference Material . This 
has been done by enclosing references in TAREK* The use of TAKEN lor this 
purpose has become such common practice that it la not exaggerating to 
say that it is used in over $0f of all Messages. The use of PAREN in pairs 
to segregate references provides a 10 latter crib, the isolation of which 

12 

in any text will determine the position and length of the set of references. 

The use of PARER is similar to tha Jap use of TEXT EfcDS and TtXT BEGINS. 
Once isolated, TB and TB determine the po si tion and length of the references 

in the Jsp message. The first attack and the most successful is tc discover 

* 

tbs location of these two parenthetical devices. The second step le to 
go after the references themselves. In some conditions, the Isolation of 
TB and TB is so destructive that solution follows in a Matter of Minutes. 

That the Japs realise the vulnerability of such practice le fairly certain, 
fbr gradually the use of TB and TB has dlmished almost to the point of 
disappearance from certain centers. Nothing has replaced it, proving that 
it waa unnecessary, 

y*" •• — — — » — 

In Navy Messages, X represents every mark of punctuation. For clarity, 
however, punctuation Marks can be spelled out. Coamunicatlona Inst motions, 

0. 3, Navy, 1944. DKC J, Par. 2034. 
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The ••purity disadvantages of enciphered reference# have now teen 
emmeratcd, The etterr.pt has been aade to show how the disadvantages could 
ha used from a crypt analytic point of view. Several comparisons with enemy 
systecs were made in order to demonstrate practically how we (at tie present 
tine) are taking advantage of deficiencies in enemy systmaa; deficiencies 
which also occur in our own systems. Ire must assume that if we car. do It 
to them, they can do it to us. 

Specifically, It has been pointed out that references encipher *«d by 
the settle system as the text itself are dangerous and Jeopardise the text 
because there is a direct correlation between external characteristics 
of the as a sags and the Internal enciphered references, which constitute 
a stereotype that can be localised in the traffic and used as a crib. 

The next step is to consider what can be done.' 
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Shat Con Be Done 

In considering what can be done, we mast rephrase the question in 
the light of preceding examination to read! What can be done to black 
the correlation between external characteristics and tnclphered ref srencee? 
This question could be attacked from either or both of two perspectives. 

We could make a conscious effort to disguise the external character Letice 
(AS THS G&HHARS DO)j or we can propose means of disguising the references. 
There is no reason why both can’t be done simultaneously. In this oaper, 
however, the problem will be approached solely from the viewpoint of the 
references. 

Whenever an analysis is true, there is a certain universality ibout 
It which makes it valid irrespective of the modification of conditions 
which originally gave rise to it. The security - or lack of security - 
Of enciphered references has long been recognised. Various solutions have 
also been proposed es s remedy. 

following is a quotation by lfr. W. F. Friedman. It was written In 
connection with material used for educational purposes, and some of the 
phrases in it refer to a particular situation} nevertheless, it is ([Iren 
In its entirety. 

ff The danger to cryptographic security resulting Proa the 
inclusion of crrotogrephed addresses and signatures in crypto- 
graphic messages becomes quite obvious In the light of solution 
by the probable-word method. To illustrate, reference is made 
to the message employed in Fare. 19-22, It will be noted in 
Far. 22b that the message carried a signature (Truer, Col.) 
and that tba latter was enciphered. Suppose that this were an 
authorised practice, end that every message could be assumed 
to conclude with a eryptographed signature. The signature 
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"TRUSS CUt" would at one <5 afford a Tory food basis for tfcs 
quick solution of subsequent messages emanating from the 
tarns headquarters as did tbs first message, because pre- 
Stnjably this same signature would appear in other messages. 

It is for this reason that addresses and signatures must 
not be crjptog raphedj if they must bo included they should 
be eiyptcgrcphed in a totally different system or by a wholly 
Afferent method, perhaps by means of a special address and 
•Ignature code. It mould be best, however, to omit all 
Addresses and signatures, and to let the call signs of the 
headquarters Concerned also convoy these parts of the message, 
leaving the delivery to the addressee a matter for local 
action „* 



¥, F. Friedman 
1933 Page 43 Far 25s 
Military Cryptanalysis 
Fart II 

It will be noted that hr. Friedman has considered 3 possibilities* 

(1) "addresses and signatures must not be czyptographed" 

(2) "If they must be included they should be crypto graphed in a 
totally different ay stem or by a wholly different method * 

(3) "perhaps by means of a special address and signature cods" 

Sere is a universal analysis perfectly applicable to the problem of 
enciphered references. There is however, one more question which must 
be added to those raised by *?r. Friedman, end that is the prictica ?ility 
of putting into effect either one or more of the 3 possibilities. 

let us dlrress for a moment at this point to examine some of ;he 
methods that are now being ueed by the enemy and by us In an attest to 
solve the problem of enciphering references. 

The Japanese go to one extreme in the use of external encoded and en- 

i. 

dp hared routings, addressee, and signatures, by providing a separate code 
book for each of these, end a separate additive for enciphering th» lest 
two. This is In addition to another code book and additive used on the 
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text. However, even with the bo precautions, there is a certain portion 
of the references that eust be buried in the text Itself, The buried 
portion consists of the originating office, the bom age number find part, 
and the distribution of the message} and these are encoded and enciphered 

4m 

by the same system as the text itself. It is this latter material which 
provides entry into the Jap traffic. 

Practically every Jap message contains some kind of routing instructions 
and external enciphered address. On the contrary, very few Jap messages 
have external enciphered signatures. 

5ith frequent change of code and additive books In the p recent Jap 
methods, it Is fsr from easy to solve the external enciphered addresses 
and signatures. 

Solution of Internal references In Jap messages are coapar* .tively easier. 

The Carmans use internal enciphered references, in a rather modified 
fashion. They leave out whatever is not absolutely necessary, repending 
on c&ll signs which change daily to furnish addresses. They alto at times 
use internal cover name or code names to disguise addresses and signatures. 
This is not a frequent practice. The most important wedge lntc German 
diplomatic traffic ie the enciphered internal references which isually 
occur in the opening of the message. 

The 1?* 3. Wavy has attempted to limit the length of the stereotype 
provided by enciphered internal references by issuing a hook of address 
and signature abbreviations.^ 

At CBI, a kind of code directory has been put into effect for lateral 
use (BICFA(&~2). The directory uses $ letter groups called "internal 

^khat do British, Finns, Russians, Swedes, French do? 
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address indicators” or "designators* to replace addresses and signatures. 
It is unfortunately not constructed frag a 2 letter differential per- 
Mutation chart, 00 that there la a possibility of difficulty vith parties, 
the assignment of values in the directory Is bared on tne officii .1 
designation of a unit, since - as stated in 3ldf>A?£ - geographic'! 
locations and personnel change, but the official designation of n unit 
seldom changes. BICr Ail5 contends that the Internal addreec indicators 
are accurate, offer cryptographic security, and reduce the time of 
Message preparation and tr*na.7lesion. Following are 2 exmqplest 

(1) PARES CKFU CAB (stag serial no.) PSCSt CAfcAU PARER 

(Signal Officer Aray Air Forces No* front Command Lng 

General AAT, CBt) 

(2) ACTION CIUT-G CFB INFO CTAAC AHD CASA* FROM CP BBS 

(Notion C.G. Hqa B9AP-C9I ft-anch Hqs, USAF-C8I f* 

info C.9, XCTVTC, Station Mo* 1, Calcutta and 

commanding general ASC from C.C. Branch Hqs, USAF-CBl) 

BICfAfcC contains a systematic assignment of values in which the first 
3 elements of the code group constitute a trigraph designating the mein 
headquarters or unit and the last two elements are e digraph designation 
•f a eub unit. This say be desirable tdthln the local theater. It 
la questionable whether this would bo desirable for world wide communi- 
cation. 

In the light of the analysis of Part 1 and the methods now being 
used, what suggestions can be proposed to modify the present procedure 
in U. 9* Army? .... keeping in oir.d that whatever ie suggested must in- 
volve techniques that are not alien to U. 9. cryptographic procedure 
and so will not entail too much training of personnel . It must cut down 
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the length of references as much as possible* It cast be & system which 
will differ in sans way froa that used on the text proper. It auA not 
hinder the preparation and transmission of Messages. 

that the general rules of econonyr make for cryptographic security 
is axioai-tic • Tims, it is imperative to omit entirely what is not absolutely 
necessary. If the name STSEflHGrtLR occurs in every single message coming 
late VA* froa the European Area, it is superfluous, for it can be taken 
for granted. likewise with OH 3 SWT A and TO AO'AAB fro’t the Southwest Pacific. 
If chain ofconaand routings are the normal ones, they also can be taken 
for granted. Tie intent of enciphered relay Instructions may be implicit 
in tho external transnltting instructions. 

Abbreviations should be used wherever possible. They are not only 
economical but also very disconcerting to a cryptanalyst as aryione who 
has worked on the Gorman police cipher can testify. 

However, In addition to rules for economy. It la felt essential that 
ease additional steps be taken to disguise the internal references. 

It is hereby proposed that a special address and signature coda 
directory be prepared and used in conjunction with the same system used 
to encipher the text proper. 

(1) Directory slould contain 5 element groups based on a i\ letter 
differential chart. 

(2) Consist of individual groups for high echelon units. 

(3) Contain groups for 1000 numbers which can be used In various combi- 
nations with each other for encoding internal message numbers. 

(4) Contain individual groups for most frequent routings. 

(5) fcould be distributed by eryptonet holder. Each holder would get 
a fiction of the master code directory - that portion pertaining 



"SBCHtS 1 

to his usui} channels of coarmnlcation. Cert-in centers 

, would hold several sections. 

(6) Hiractory would be changed at Irregular Intervals. 

(7) Uaa of special address and signature code directory la not 
Mandatory. If no code group exists for a particular unit >r 
routing j or if the code directory Is not available, the practice 
ndw in use can be followed. Partial coding, aloe, is per- 

i 

wlssSFLe. 

It will bo seen that these suggestions are but expansions on * 
frledr.r-n ( s Ide.i that a specie! add reds and signature coda bo used. 

the practicability of a special address and signature code directory 
is evidenced by BTC^ATiS which la now in use for lateral cores -.mi cation within 
CB1. Reports indicatfe that it is feasible. If a directory car. be used in 
lower echelons, it can be used in higher echelons, A directory of abbre- 
viations now In us* by the V. S, Favy demonstrates practicability of an 
extra book, A special telephone directory has long been c invention il in 
the XI m 3. Arrrcy. So the idea of an addrasa end signature boob la quite in 
line with.O. ?*. procedure. 

Fbuld the use of a special signature and address directory hinder the 
preparation and trananioalon of Messages? 

Ota the contrary altliough extra tine would be Involved in the «n coding 
«nd decoding process, the tiae of enciphering and transmitting messages 

v> 

would be cut down since entire routings would frequently be condensed into 
b Single 5 letter group. 

Zs the use of a special address and signature directory cryptographically 
wore secure than the present practice? 

— *acitsT — 
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this question win be considered in the light of ability to au.ks 
deductions from « eorrelation of external features of the tranmaithed 
form of the massage to the enciphered code references, 

(X) Plain text word assumptions would be utterly invalid. 

(2) 2t is very likely that stereotype internal signatures and 
addresses in ths fora of cods groups will continue to exLetj 
but it would be Impossible to make correlations between external 
Characteristics and the code groups unless many messages are 
solved and the directory reconstructed or the directory captured 
gad compromised. The former is not easy despite the fact that 
directory groups will be built on a two letter differential 
basis) the latter is not too probable for high echelon a enters. 
Also, succeeding editions of the direetoxy are contemplated, 
the use of a single code group for an entire routing sill make 
references shorter and provide less cipher text on which to work, besides 
offering the handicap of a code. 

Am tor internal numbers « — They will be represented by code groups. 

However, an additional orange in procedure is advocated) that number 

Series start over again at irregular periods and not run consecutively 

for an entire year. This will obstruct the ability to uee any number groups 

that may have been solved by enemy cryptanalysts. 

It may or may not be necessary to use some method of isolating the 

code references from the text proper, if necessary it is suggesl ed that 

the use of PAKEtl be discontinued. The use of X as a universal pi Actuation 

sign used by the Havy is an alternative) or perhaps It may be add sable to 

QQ 

use 2 letter separators in which case XX, IT or tl could be used in any 

Q QQ Q Q 

CaaMnationj asi XZ TX, XT ZZ, TZ 2X, etc. 
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SAE?I£S OF REFfcUEXCSS TO 3LRIAL VXJHEER. ADDRESSEES, 1BD SIGBlTURES, 

CRTrTCGIJL:i!£2 ’TITHI?. HSSSAGSBs 



Those samples are takes, from actual 
traffic * Only the specific nuaberinf, aeries 
have been changed so a a not to r,i.v* waabers 
of actual aesaages; the order sad forts is 
authentic . Positions of these insertions 
are fairly veil varied, though there is a 
tendency to pi*ee then toward the beginning: 
of the ness age* 
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- fiBCIUgg - FROM SOUTHWEST PACIFIC AREA 

PARKS CHARLIE TOO TOO FIVE SEVER ZERO FROM QHQ 6HFA SOD M&CARTHUR TO CHIEF OF STAFF VAR 
DEPARTMENT PARES 

PAKEK TO CHI’iF OP STAFF W„R DEPARTMENT FROM UACAHTHUR CHARLIE TOO TWO FIFE 3EVS9 ORE 
/twrliming of fi*e/ FJOK GKQ 5WPA SOD MACARTHUR CHARLIE XRAT TOO TOO FITE SEVER TOO TO 

*GTUit INFO aIC •.^CI.'ir.CTOF 

PARER CHARLIE TOO TOO FIV3 SEVEK SIX FROM QHQ Sum 5GD <"&C ARTHUR T r. AGWAR PARER 
QQQQQ FROM GRQ SVPA COD EACAilTHUR TO AOVAR IHFO TO ATC WASHINGTON CHARLIE XttA* TOO ISC 
FIVE 3»7ETf EIGHT PD 

PAULS CHARLIE TOO TOO FIVE S&VSK RIEL FOR IROLLG FROM AKIN PaRES P^RKN RBUflAD "ILLlAlf 

four r.r: am four pm three slv&mth jiay cm cpsot pares 

PARKE FOR OBOE PiSTER DOG PARLE PARER Tu AOVAR FRO® MAC A HTHUH CHARLIE TOO TOO FIVE IICBT 
ZERO PA HER 

PARER FOR OBOE P.ITOR DOG PaBER CHARLIE TOO TOO FIVE EIGHT C5R FROf GHQ GW PA CCD MAC ARTHUR 
TG AGS *• PD 

PARES FROM GH>< 5W?A SIGIBD MACARTHUR TO AGWrt CHARLIE TOO TOC FIVE EIGHT THREE PARER 
PARER FROM LAC ARTHUR GHQ , r *?A CHARLIE XRAY TOO 1*0 FIVE HIKE EERO TO ACRAR INFO ATC 

Washington tour willia?: four four five sever one pares 

PARES CHARLIE TOC TOO FIVE HIRE ONE FROM If AC ARTHUR GHQ SIPA TO CHIEF OF STAFF TAR 
DEPARTMENT PARER 

/fcegtafting of »sg/ FROM GHQ SVPA iiGD MACARTHUR CHARLIE TOO TOC FIVE NINE FOUR TO AGBaR 
REFI-WCS YOUR VILL1A!' XRAY THRiiiK THREE SIX SIX FOUR APRIL SIXTEENTH AND WILLIAM 
FOUR FIVE ZERO SEVEN BIGHT DAY ELEVENTH PD 
PARES BOOS KB8SAQS AGWAJl CG NECAL CG aMT.'ISCA CG AMRDEL CG SOUPAC Cl CliBTPAC MILITARY 

ATTACHE LONDON FROM GHQ GW PA SGD MACARTIIUR CHARLIE I RAY TOO TOO FIVE RISE SEVER PARER 
PARES T0P3EC PROP GBf SC PA SIGNED LACARTHUR TO CHIEF OF STAFF WAR DEPARTMENT FOR MARSHALL 
NR CHARLIE TOO TOO FIVE HIRE HIKE PARER 

PARER CHARLIE TOO TTC CIX ONE EIGHT FROM GHQ SVPA TO C1I1LP OF STAFF VAR DEPARTMENT PARSM 
OPERATIONS REPORT COWliSPAC AREA PERIOD lAOOz/15 TO 1400t/l6 SIGNED MACARTHUR PD 
FROM GHQ SVPA SGD MACARTHUR TO CHIEF OK STAFF WAR DEPARTMENT PERSONAL FOR MARSHALL 
CHARLIE TOO TOO SIX TOO ZERO PARER 

PAREK CHARLIE TOO TOO SIX TWO THREE FROM MACARTHUR GRQ 3V PA TO CHIEF OF STAFF WASHINGTON 
DC PARES 

PARER CHAUIC XRAY TOO TOO LIX TOO "EVER CIA FROF GHS, Cl PA SOD MACARTSUR TO AtWfAR FOR 
ACTION TO COMGlbNSOPAC CCHGBKCBSPaC FOR INFORMATION PARES 
REURAD PAW ZERO FOUR TOO FIVE DATED ONE FIVE MAY ONE KIEL FOUR FOUR PARISH FROM GHQ SIPA SGD 
MACARTHUR TO COMGBH USAFICPA FOR RYAN ACTION AG” AS INFO CHARLIE XRAY TOO TOO SIX 
THREE SIX PARE! 

PARKS TOOK GHQ SVPA CHARLIE TOO TOC SIX TBREL EIGHT TO CHIEF SIGNAL OFFICER WASHINGTON D C 
FOR GENERAL INGLES FROM GENERAL AKIN PARSE 
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PASSU FROM GHQ DM PA SIGHED UAC/JiTHUR TO AGVAR CIIaRLIB KO TWO SIX THESE NIBS PD DILJLE8 TO 
sums PD Six TOUR FOUR SEVER FOUR THREE THREE SEVENTEENTH PARES 
PARES FROM GHQ SWPA SGD MAC ARTHUR TO AGWAR WASHIROXOB CHARLIE TWO TWO SIX FOUR THREE 
REURAD WILLIAM TiO HIKE SEVEN THHE.E FIVE DATKD T?C BINE APRIL PARES 
PARER FROM GHQ SWPA SGD HACAHTHUR TO AGWLR WASHINGTON CHARLIE TWO TWO SIX FOUR POUR ATTEST ION 
RLQUISITIOK AND RECORDS SECT 2 ON CLASS IK ICAT ION AftD REPLACEMENT BRANCH PARES 

Pareto fholi ghq swpa xgd ^ o i Cju-.rliz twc t* 

PARER FM CG USAFFE SGD MAC ARTHUR TO AOWi,R UNCLE THRU. TifflEL OV,Z FIVE GirE PAiOSK 
PARES FROM QJIUHaL AKIN TO Cl! IKK SIGNAL OFFICER WASHINGTON PASS TO SXGMAL CORPC LIAISON 

CrFFICK RADIO TlESEAftC 1 ' LABORATORY HARVARD UNIVERSITY CHARLIE TWO TWO SIX FIVL TWO PaHEI 
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PARES FROM IfACAHTMlfR GHQ SWPA CHARLIE TWO TWO six FIVE THREE TO AOAaR PaREK 
PaREH FROM GHQ SWPA SGD XACAKTHUR CHARLIE TWO TWO SIX FIVE FOUR TO AG%AK V»AShI»GTOB 
(DILLKR TO SURLIUJ) GEE YOUR THREE SEVEN FOUR THREE THREE DABII ONE SEVEN KAREN 
PAREH FROM GHQ B«PA TO CHIEF OF STAFF WAR DEPARTFEHT { CHARLIE TWO T~0 SIX FIVE f.BVUI) 
OPERATIOHS REPORT BOWES PAC AREA PERIOD 1400*/16 TO 1400* A7 SGD KACaRTHUR PARER 
PARES CEAIIL1E T^C T : '0 SIX EIGHT FIVE FROM MACARTHUR GHQ SWPA TO AGWiJi PARES 
PARES CBiaRLIE XRAY TWO TWO SIX EIGHT LIGHT FROM MACARTHUR GHQ SWPA TO COMMANDING GENERAL 
ARMY SERVICE FORCES ACTION TO COMMANDER OF NAVAL OPERATIONS INFORMATION PARISH REUHAD 
WILLIAM XftAX THREE SIX MINE ZERO THREE OF TWO THREE APRIL SFXO* FOUR ZERO NINE DOG 
BASER PD 



FROM NORTH AFRICAN AREA 

PARES FOX SEVEN FOUR ZERO 3IS5 EIGHT CIGBBC DKVBRC CITK HAGAP PARES 
PARES FOX SEVER FOUR ZERO NINE NINE SIGNED DliVLRS CITS NAAOE TO AGWAR PARKS 

PARES FOX SEVEN FOUR CUE ZERO TlffOiE ii'IGH.D DEVLRS CITE NAAGE TO AGWAR PARKS 

PARES FOX SEVEN FOUR ONE ZERO FKB f IGSKD DEVSRF, CITE NAAGE TO AGWAR PARES 
PARES POX SEVER FOUR ONE ZERO SIX SIGHED DLVERG CITE HAAG: TO AG*AR PARKS 
PARES FOX SEVEN FOUR ONE THREE TWO SIGKP.U WILSON CITK FHhBG TO A0H4R FOR KSGIHKKR FOB 
LGPLfi PARES 

PARES FOX SEVEN FOUR ONE THREE THREE SIGHED KlLSOft CITE FHEBG TO AGAAR FOR EHGIBEEH 
FOR ARMY iU? SERVICE PARES 

PARES DIG HKD DIVBRS CITE RaGAP FOX SEVEN 10UR OBE THREE BIBB PARKS 

PARES FOX SEVER FOUR OSS FOUR ZERO SIGHED DSVRftB CITE NAAGE TO AGTAS FOR CIPZOS AMD PMG 
PRISONER OF WAR INFORMATION BftiSAU PARES 
PARKS KOI SEVEN FOUR ONE POUR OSH SIGHED D&YERS CITE BAAGE TO AO*’. R PARES 
PARES FOX GEV12? FOUR OBE FOUR THREE SI01BD DEVSI1B CITE NAAGE TO AGWAR PARES 

PARKS POX SEVEN FOUR OSX FIVE ONE TO AGWAR FOR CCS FOR CCAC REPEAT UBFOR SIGNED WILSON CITK 

FOR BRITISH CHIEFS OF STAFF FffiSOS 
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FROM NORTH AFRICAN AREA 



PAR&K FOX SEVEN FOUR OKK FIVE FIVE BIGNLD DliVLRC CITE HAGAP 

PARER AAI TOR CSC TROOPERS FOR SIGS SEV&8 A AG'S AH CITE 2P80L ;IAAF TOR AIR SIGNAL OFFICER 

IN CHIEF BID EAST FOR SICS FROM AFHQ CITE FESIG FOX SEVER FOUR CHE SIX FOUR ONE SEVEN KAI 
ttLSEH FOX SEVER FOUR ONE EIGHT ZERO PWB TO ONI SIGNED WILSON CITE FHPWO ALWAE ONE SEVEN 
NINE THREE ZERO r'rtREL 

PARISH FOX SEVEN FOUR ONE NINE FOUR TO AGVAR FOR SURLW SIGNED TILS OF vTTK FH2HC PARER 
PARISH SIGNED DEVERC CITE NATPN TO AGUE FOR ACTION TO CC SOS BATOUSA AND CO KBS IfsTOHIUTIOIi 
FOX OSIER FOUR TT*C ZERO FIVE i-nHEN 

pares ecx avx.r m a no trc four to agahR. fch ccs for ccac rptd ictouna for bcs signed 

GILSON CITE FKBOfl PARER 

PARES FOX GEVL‘ FOUR OHL FIVE %m: TC AG’- aR toh CCS and ccac rpid u^fgr tor zqe signed 
WILSON CITE FENGS PD THIS ll LOVE ABLE CHARLIE FOUR ZERO TYC PARES 
REFERENCE OOR K. 46 72 5 OF 16 MAY (,) FOX SEVEN FOUR TT-G ZERO Sl'V EN TO AGVAH FOR CCS. USFOH 
FOR BRITISHCHIEKS OK STAFF, URITY LONDON, FAIRBANKS, FROM FIU2SD0E, 

PARF.fi CITE KAAGP FOX SEVEN FCUB TWO T'SO FIVE SIGSLD DEVEKS TO AGTfAR INFORMATION OG CBI PARER 
X SIGNED WILSON CITE PHORB FOX SEVEN FOUR TWO SEVEN TWO. AFHQ FOR ACTION U2LSTAF WASH JUG TON 
FRCR t'GUSTFCHD FCR HARDY X 

X (FOX SEVEN FOUR YVQ SIGHT SIX) ACTION AG?. AR UK SHIPPING ADMIHISTIiAT 105 FOR GADDESS CIONJSD 
7 IL60N cm EALLGCH Nft»& 323 X 

KA?.S 324 HEFERJCE '-SNA 767 X(FOX SEVEN FOLK TTO EIGHT SEVEN) ACTION AQfAR FOR GAUGES J WAR 
SHIPPING ADMINISTRATION WASHINGTON SIGNED WILSON CITE KALLOCH 
X (ROX SEVEN FOUR TWO SIGHT EIGHT} ACTION ikGIT^fl FCR GILLESPIE AMERICA' EXPORT LINES 25 
BROADLY HCW YORK SIGNED r.ILSON CITE XALLOCB X 
X (FOX SEVEN FOUR TWO EIGHT NINE) ACTION AG? «R FOR GILLESPIE AMERICAN EXPORT LINES 25 
BROADWAY RE?' YORK SIGNED WILSON CITE KALLOCH X 
1 (FOX SEVEN TOUR TWO NINE ONE) ACTION AQViR WAR SHIPPING ADMINISTRATION FOR CONWAY SIGNED 
WILSON CITE KALLOCB RAWS 322 X 

X (FOX SEVEN FOUR THREE TWO SIX) ,T0 AGVAR CITE HaAGQ SIGKLD DEVERS X 

X (FOX SEVEN FOUu THREE THREE TWO) ACTION AGVAR PASS TO ANPB FOR LIEUTENANT COLONEL MORGAN 
CITE KHPET SIGNED WILSON X 

KAREN TC AG'" A ft TO GEORGE TOR IHKLaKD PASO TC SURLES FROM 2 AUCH SIGNING WILSON FOX SEVEN 
FOUR THREE THREE SEVEN PARER 

PARER POX SEVER FOUR THREE TERRA MIGHT FROL' &VITZER FOR BISSELL BIGttUD WILSON PARES 
PARES (FOX SEVEN FOUR THREE FOUR NINE) FROM CAMBRIDGE SIGNED DEVERS CITS XAGAP TO AGWAM 
PERSONAL FOR WRITE PARK 

i 

FROM EUROPEAN A SEA 

PD FOB SPFES RLURA: WAR TWO EIGHT FOUR SEVEN BUIE FROM COBBS 303FD SIGNED EISENHOWER 
EASY EIGHT TWO TWO FIVE ONE PD 
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pah nr for spper fros cores sosfd 3 onto etsuteowsr east eight two two ftvb 2 f»o parse 

PARKS FOR 6C15KVHLL PROS' LX3 STOWS) KISKSH0SE8 BAST SIGHT TWO TWO FTVB TWO PARKS 
PAISN FSGS IKS STOIXD EISENHOWER HAST SIGHT TWO TWO FIVE SEVER PARES 
PD TO row FROM IKE STORED ETSSSHGWBR EAST EIGHT TWO T10 SIX ZERO PD 
PARS? TO KERR FROM IKK STORED EISSSBOWSt EAST SIGHT T*0 TWO SIX ZERO PARES 
PARES FOR 3PSRB FOR CO A AF FOR l «A*«sa* For i (tiauisu i rcu SAILS? F5GK FROM HE SIGHED 

KT3KIB0WSR HAST EIGHT TWO TWO STX ORB PARES 
PARES STOWED ETSBEHOSEP' EAST XT GST TIO TWO SEVES ZERO PARES 
PD FOR SFXPR STORED ETSFfJHOWEB EAS‘* EIGHT TWO TWO SEVER OSS PD 
PD FOR 8FPAV FROM CGB5S ROSPP STORED ITSR5HO*ER EASY BTOHT TWO SEVER TEUT PD 
PD EAST ETOBT TWO TSO SEVER POOH FROM LEE STORED EISENHOWER PD 
PD TO ARNOLD FROM APA/iTZ EAST KTOHT TWO TWO SEVER PTVR STORED EISENHOWER PD 
PARKS FTOW DOOLITTLE TO ASKOLD PICK SPAATZ {RASY ETOHT TSO TWO SEVER RIGHT) STORED RISER* 
ROWER REFERENCE VARY THREE ZERO TUBES SETS* FTVE MAY FIRST PARES 
PARER FOR SPPAY FT nr COBBS STORED FTS^KHOWEt EASY EIGHT TWO TWO SEVER RISE SOSFD PARKS 
PARRS STOKED BTSFN1KWBR EARY SIGHT TWO TWO ETOBT ORB PARKS 

PARRS FOR SOMERVELL FOR ORiCOORY FROM LR3 STORED BI6SEBQVSR EASY XSAY TWO EIGHT TtO EIGHT 
THEE" PARES 

PARKS STORED ET3HIHOW55R PA ST EIGHT TWO TWO EIGHT FIVE PARES 

PARES CITS 3CSOD PH OR LEE BRPEREICE HUM13ER YASY 1X8 AY TWO KTGBT TWO FTOHT STORED EISKN* 
SOWER HTFBPHICF YOUR WILLIAM ABLE ROGER THRJfT SEVER POOR SIRE FIVE PARES 
PARER STORED ETBEWBO^BR RASY EIGHT TWO TWO EIGHT SEVER PARES 
PARES STORED STSRHKOWH EASY EXRAY EIGHT TWO TWO SIGHT STBS PARES 

PARES TO INGLES FOR 3P3C0 DASH L wr CW IKS STOWED BTSENEOVKB EASY EXRAY KTOHT TWO TWO RTSS 
ZKRO CITE SOSSC 

PD PROW LEE STORED BTE2KB0VXR EASY EXRAY EIGHT TWO TWO SIRS TWO PD 

PARKS TO SOMPPVRLL FOR BOORS PECK ITS STORED XTaSXHOfBt BAST EXRAY SIGHT TWO TWO KISS TBHSS 
C ITB STOCK PARES 

PROS RWBOTTOa FROM LSB (HAST EXRAY KTOHT TWO TWO NTH® POUR) SOD BT3S1H0WER CITE SCSSC 
TO SPSAS 

PARKS FOR SPY PR STOWED BTSESBOWZR KAS V FIGHT TWO TWO RISE FIVE PARKS 

PARKS 8RKRET0S TO ARNOLD FOB LEACH CHOT OPIBATXCSS ANALYST* DTVISIOS FOR SPAATZ SI ONTO 
EISEKKOWER (EASY EIGHT TWO RTSS ZBBO STX) PARKS 
PARIS SPAATZ CTTK EAST RIGHT TWO TWO WTKE E T 3H? TO CLIO ISO CO AAF 30D ET3SWH0WSB PARES 
PABSK TO DtfWLOP SPGAR TSFO ARNOLD PROM SPAATZ CITE EASY EIGHT TWO TWO SIN* SINK STONED 
EISENHOWER CITS WAR TtO 3SVES KTOHT TWO ZERO MARCH TWO RISE PARKS 
PARKS TO ARNOLD PROS SPAATZ STORED EISENHOWER CITS HAST KTOHT ISO INNER ZERO ZHRO WARX 
T8RKB STX TWO OKI OSE SAY TUTBTFtH PARES 

FAKE* FOfl GROHTWOia TSFO IRELAND PROL LIE STOWED KTSSSKOfKR REF SO EASY XRAY BTOHT TSO 

mm FOUR BU PARKS H3FSHKS0S CASLS WAR TWO SINK SUB SISK FtWt DATED FOBS MAY PD 
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PARES 02 DAILY CABLE WAY t»EKJ SKTOJfTH EIGHT ZERO 22BSO TO WDGEI PB0* BTB3I PEGS COStAD 
STOWED HAST EIGHT TWO HOUSE FIVE TWO HTI Hit IL. , PAHS* 

FARSI CITS C-OSTC I TIB TWO PHI POOR FROM HOWS PROS L22 SIGW© BTSXSHOfEB EASY EIGHT 
T»C THREE FIVE FIVE PARES 

tq errs sostc wrws owb five ftve pros rqss from lee stgszd BiatssoiER hr? be easy sight 

T*<j THKSI ZTK 7 FPn (WY PASS TO OSD) «D 

PAHS* CTTS SOSTC WIlfE OKB FIVE SEVER »£<3£ IT ST D *C¥ MR STOWED SXSEWEOWBR EASY XRAY EIOHT 
TWO TBRTF SII OH PAFJEI 

PARKE EAST RIGHT TWO YHREr S’X TWO TO STOLES PPOB LAWREWCS STOWED KISEWTOWEB RBGR WAR POOR 
FSVKW TWO ZERO IXWB FARES 

JPABEI EASY FlOrt TWO FOTO T3?0 S’* FOR f PXPH STOSKD ElJSKWHOWJffi PARES 

PARES FOB ORGITfOER PROW LSI AYOSED 8I S BH KR W K 1SF fit EASY RIGHT TWO POOR POOR ZERO TO 
SOT WASH D CATS Iff COL A 0 STRAW PARES 
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mom COIDffSLAKT ACT TOR CTF SIX FOUR AFC CTO TWO TWO COT FOUR TSFO CIVCLANT 
PAF3ITT OFFERS COMSLBVEN 
X ORIFFfM QRISTEATCF Z?»*PT?n x 

X 3ATS C OKI* ST 35 AFHOM KYCTS ONE FOUR ZERO SI* HUlUAtfcy X 

X WAVY YAPr *ER YORK KA3 FOH ACTIOS 3HT'’ PASS TO CHARLIE TARE FOX SIX SIX FOE XRFCI X 
X E ERE CORF S L€ DTSBURSTJfG OFFTCE REW YORK WITH CTS TWO ZERO OKS FIVE TOO FOUR X 
X HEFT PY CTfCLART ACTTOK TASK FORCES SIX HTCHT SIX FOUR SIX TSRSX SIX TOO COSSSRVLAVT 
POX APLF OBCfS AT BGSTOfl HEW YORK AFC CPWESTOH X 
X TBIS FflOH CIHCUITT ACTTO* OFF TWO FOUR IXFO COKKAVSU X 
XCOSKAVEAWREERC T PEER SCI * CUKDEESOETO FmiWLVERUBDREDX 
X COWDKSLAIT TELLIRO ACTIO* SUPERS IXFO OXKCLAHT X 
X TJSaO PUT LA 3TVGS X 

X HAVOC OCX SPE/ror ACTT JS CT8CPAC SCO IASSS PASS 90 BSD MBCSAlTCSflraO X 

X SAYS CTU ZERO TOO POUT 8IRB DOTTSV X 

FTJSRIPS SLIPS THIS OSE OUT TO K3D ORAJI 

BUSH TPS SPEAKS TO PAR OBOE BAKER VGRFOLX 

KARPACSEOUTSTOMA C0RV3 

COfilSCE TELLS TO CTICPA C X TOUR OK TOO ZERO SEVER FOUR TOO X 
XRAPS8VHRCR TBSTOKOBPEARLX 

CflttCARTSGKAPROR TAKES CHEAT PLSU3UWS IS FRESSRTXRO HIS TtfEVTT H URER tf C BOS 
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B8TTTSW RTYLR (TIP* 1) 



{(< 11811X3 MHALL AO«AR :-803 HQ JUAF. AP80e(509 2(8 MAY. MFD ALLIED HR FORCES 0F8VU 

MRDTTKRnAHE fS ALLIED ))) 

(<{ 1TH HIBTB1RY liHITFSALL A »w< FuCfi HQ L#A." ATI? FOX 15/5(14/6 8BCR8T, 

R>rciTRRR,r«AR ALLTTi JTP FORCES OPSCW 446(448 AliLE C0H7TWPATT0L OF ARLK FOX *44(33 4. 
VTDTT r ! / TS/W ALLTFD TACTICAL A’F POF’Cfr. CC8FECTT0B OPSOM 647(847, AKERD }}> 

PAW FIVT ,‘.*ir FIH/L FA 1 T ?F ABIT FOX 840(?40 16(18 PA' 

(((AM JUiWA iT:OA’ OQ’^AA?* ,«F 341(341 17(51?H LA' SBC PET. TKKELTATi., . rfELTTW?!- ATTBA? ALLIED 
ATP P-'PCES OPSUM 651(861 ))) 

(<( AAA ACW^r FFOK HQ MW AP54»(348 18 (IP W BfCBET MRTrTERKAHBAK ALLIED AIR FORCES OPStflK 
562(668 PASAFOASAF, 

{{ PAP TTC IT AULT FOX TITIT FCEK YHF4 r - FTOPTI i ffE KAY SECRET )) 

< I- ART $ T >: F M FCItAI. ID" F?s4»(543 181818(1019X2 B FROM RQ WMF) 

0*4082(0*4882 tc C05 T TTBW‘f.F ACi RTSSri S (PTSSDO!* PASS C I* C ttED ALGIERS > JD 7(7) ARMY* 

mm (SFAFF) EIFCR TAC SXFCR A!;D 2(2} TAC AIR FOFCE } TWO 2(2) DTSTR TT (PASS 

15(16 m FiflCH (3) DISTRICT (1) * 1 STRICT FROM BQ A/.T SIGHED 1TLS0I: CTTK FBGCTfOCT) 
fBOCT(nCT) AJID FHGBT(vBT) KAY 168236, S : PET. C05TTTKT8EP 80, 412(418) TO 1800(12000 
HP.8 16(16) MAY, PART OWE. SECT 1 OK OKf , TKTELLIOESCE* 

SECRET, TBT- CPBSB PART OF BQ AAT(AAI) CO& TTTBYREP BOMBER 415(418} 17*230 OHIO HOlfBBR 
04820(4820} 

BED OP PAT* MX OF NUMLKR 04880(4886) OF CO.VI'TKTRSP KSMMIt 415(415 1^8830 (172830) FART 
SEVER AU- LA‘T FOLLOWS 

SCmTR CrPKFi PART OF COSTTYHYRKP BOBBER 415(415} SRCRKY FVOK HQ AAT(AAT) OHIO Ht’MBSR 
04280(4820) THREE EBD5. StflKRD WILSON CITE PROCT(OCT) AMD FHOBT(OBJ)* SKCTXOB 

0*4286(4880} 182330(1 8530 B FROM AAX(AAT) TO CCBTT SR A SI- RKAD TO COSTTIKTREP AUDRKSSEB8* 
AFYQ (PASS C TWO MED A10IKR&) CEITT (STASP) (PASS RXPOR TAC 5XP0R MID (2) TACTICAL 
ATM F RCM T.RFO 8(8) DISTRICT (PACO 15(15} AIR FORCE) 8(5) 018*8X08 1(1) DISTRICT 
(pa5« 7(7} nm r). Riom rtlsct; cm pwwt am? frost* sir hit. cosmwmtJ* mm 
414(414) TO 1800(12(0} ERA 15(15) BAS. FART OWE* BtCTTQV MB* 

nm AMO LAST CTPI55R PAST OP COBTTWmRF ROBBER 414(414} PROM SQ AAt 



REF ID : A71 933 




APPERDXX XI 
ms date/time 

Ilia datr/tlrae group which appears in. clear in the preamble 
af messages usually signifies the date and time put on by the writer upon 
finishing the composition of hie to s sago or the time in idiich the writer 
files hiq^neeeage in the sassage canter. It infrequently designates the 
time a message leaves message carter on lta way to radio operator, 

Shat are the relative advantages and disadvantages in keeping the 
file date/ timo in clear as at present, omitting it altogether, or en- 
ciphering it internally? 

(1) The date/ time group in dear allows deductions from tho 
correlation of date/time- and type of traffle. Thus, air traffic 
at a certain time may mean planes arriving, departic, etc. later 
transport traffic may refer to a situation report or convoy move- 
ments, etc. Iteaoving the date/time group fro a the preamble of 
message would not eliminate ability to make this deduct . on, for 
transmittal or intercept time could function just as well* 

(2) ills date/time group allow* collecting of parts of same message. 
Intercept time functions just as well* 

(3) Pile date/time group can be used tor correlation with 1 iternal 
massage numbers. 

Intercept date/time nnd cryptographic date function just ae well. 

{/,) Can the file date/ time bo omitted altogether? 

The file date/time allows the recipient to evaluate the contente 
mf a message} and provides a check on the eoGm mlc&tions interval. 
Tfeie may be very important. The recipient is informed that at a 
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given hour, the content* of the aeeeege are valid, If two 
rather contradictory ere received. It le iapoiiant 

know the sequence In which they were written* Ctodsrion of 
tm le dabe/tina would also saTco the servicing of aeeeagc* 
difficult. The file date/tine cannot be oadtlrd, 

(5) Should the file date/tlao be enciphered interrally? 

EBarfphcruexrt of date/tine la Insecure cryptographically, for 
correlatioris are possible betreen intercept date end file date* 

It would also be difficult to Identify weasagss for servicing. 
Since intercept dete/tdme will function in stoat cates ae ▼«! Idly 
at file datc/tiae, and since It le not feasible to encipher cUtc/vire group 
tr on security viewpoint; since file datc/tlse provides a cossuni edition 

Chech which cannot be provided by any other wean* there eeeao little 

reason to discontinue the present practice of dear file data/tirv group 
In preaahlo. 



